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FULTON COUNTY SUBJECT: Information Technology Response to the Audit Report
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[ would like to extend my appreciation for the opportunity to review and respond to the
Department of Information Technology (DolT) Final Audit Report Phase Il of March 27, 2015.
I am committed to investigating and, where appropriate, addressing any issues related to the
audit findings. My vision for the Department of Information Technology includes only the
highest ethical standards to serve as the foundation for business going forward.

Since January of this year, I have put new procedures and processes in place to address many of
the audit concerns and I plan to continue focusing on improving in all areas. Moreover, | have
been working closely with the County Manager's Office and the Department of Purchasing to
seek a comprehensive IT assessment to ensure the best possible direction for the Department in
the future.

It is my intention to rebuild the Department of Information Technology on a foundation of
transparency, ethics, and wise business decisions.

Attachment: DolT Written Response dated May 8, 2015
Cc: Richard “Dick” Anderson, County Manager
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Response to DolIT Final Audit Report-Phase II Quick Summary

Finding 1 — Lack of Communication between DolT and User Departments

Implementation of the new Land Records Document Management system was discussed
repeatedly between 2011 and 2013 with the previous County Managers, previous DolT senior
management staff, and the Clerk of Superior Court (CoSC). There has been disagreement from
the beginning regarding the technology platform that would be used to meet the County’s IT
standards for infrastructure. The current DolT senior management team met with CoSC and
resolved this disagreement. Moreover, throughout the Cityworks Permitting Implementation
Project, DoIT provided appropriate project management services including a series of testing
sessions, documented testing results, detailed configuration change requests, configuration
review sessions, and necessary training sessions. DolT will conduct quarterly review meetings
with the departments involved to identify current technical issues, service levels, and future
plans to deliver more efficient and effective services.

Finding 2 — Overbilling for Professional Services

As previously noted in DolT’s response to initial audit findings concerning Professional
Services contracts, we viewed the two Professional Services contracts in question as managed
services rather than staff augmentation. Working hours of contractors may have not been fully
accounted for, but the expected services were provided to ensure stability of all major systems.
DolT agrees that it did pay Professional Services vendors before all the services were rendered.
While DolT is waiting on independent IT assessment and the best direction for the future, Dol T
currently has procured four (4) individual contractors as staff augmentation. DolT has
implemented new procedures to ensure compliance with the terms of any new contracts for staff
augmentation and has attended Contract Administration training to ensure adherence to contract
guidelines, rules, and protocols in the future.

Finding 3 — Failure to Comply With the Enterprise Agreement

Upon discovery, DolT has been working with Microsoft closely since October of 2014 to
comply with the Enterprise License Agreement. All computers, including public facing systems,
have been inventoried and trued-up as of February of 2014. DolT’s commitment to resolving
the outstanding compliance issue with Microsoft Windows Server licensing by engaging in a
Software Asset Management engagement has brought the County one step closer for complete
compliance of all Microsoft software throughout the enterprise. On May 7, 2015, DolT met
with Microsoft to review and identify compliance requirements. Payment options have been
identified and this item will be presented to the Fulton County Board Commissioners in the June
3, 2015 BOC Meeting. In the future, DolT will continue running regular network audits and
utilize the in-depth understanding of the new Microsoft software licensing model gained in
through this process to ensure compliance with the Enterprise Agreement.
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Finding 4 — Deficient Management of the County’s Technical Assets

This finding and recommendation requires county-wide policy and procedure changes.
Archibus software was purchased to be the County’s centralized asset management system.
Policies and Procedure Manual 400-14 [Appendix 5] states that it is the responsibility of each
department to be accountable for personal property and fixed assets. Although DolT has
inventory control of all technology assets internally, it will work with departments and the
County Manager’s Office to develop new practices and protocols for periodic inventory of
hardware and software assets. Moreover, DolT is investigating several new software products
and strategies related to technical asset tracking and security.

Finding 5 — Payments for Support of Expired Licensing

DolT agrees that a miscommunication occurred internally with the previous senior management.
DolIT implemented a new process to review all IT software products to ensure its use and
necessity. DolT is currently working with the vendor in question to test new products and
determine the plan to rectify the previous expenditure.

Finding 6 — Possible Circumvention of the Procurement Process

This finding is related to two different SecureFusion products purchased by DolT at different
times. These products are part of SecureFusion Suite that has multiple product lines. Separate
Request for Quotes (RFQ) were bid competitively with different contract period terms. DolT
will review this with the Department of Purchasing to ensure all Purchasing regulations and

guidelines are followed.

Finding 7 — Potential Vendor Steering/Cost Savings Management

Current DolT management cannot respond to what previous CIO may or may not have said
back in 2003. Although a specific direction may have been given to Asentinel, this previous
CIO resigned from the County in 2007 and it is DoIT’s opinion that the directive was no longer
effective. Multiple competitive solicitations were created for several years and Asentinel was
never precluded from responding. DolT will evaluate the Asentinel product as the best solution
for Electronic Data Interchange (EDI) and explore other products to ensure the best possible
cost is obtained.

Audit Concern 1 — Retaliation Complaints

The job duties and assigned staff for the subject employee mentioned in this Concern were
changed to align critical business initiatives with her recognized skills and strengths so as to
ensure both her and the Department’s success. No changes were made to her position title,
compensation, or work location. Subject employee has not made any formal complaints or taken
further actions. However, DolT does not tolerate any form of retaliation so it will fully
cooperate with the appropriate entity within the County to review the case and make sure that the
job duty change was not a result of retaliation.
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